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In this talk
● About me
● Some history
● The need for speed
● Migration to Hugo
● Additional thoughts



Warning
Way too many slides incoming!

Long question, life story, discussion?

Please buffer them till the end

Short question?

Hand up, wait, go ahead
(syn, syn-ack, ask)



About Me



About Me
● Linux/Unix + Security

● Software development
○ rkhunter - malware scanner
○ lynis - security audit scanner

● Websites
○ linux-audit.com - Linux security (blog)
○ linuxsecurity.expert - Linux security
○ meereco.nl - DIY / energy / automation
○ michaelboelen.com - Personal
○ nluug.nl - NLUUG website



Some history



MeerECO



NLUUG: 2008 snapshot



Linux Audit



Why a redesign?
● Modernization of technical components
● Migration to HTML5 / CSS3
● Performance (Time To First Byte)
● Mobile-friendly (responsive)
● New features
● Fixing some existing issues



Issues to tackle
● Organizational structure (URL/menu/directory/content)
● Duplicates
● Errors
● Not mobile-friendly
● Social media integration
● Discoverability
● Search Engine Optimization



Issues ⊳ Index



Issues ⊳ Discoverability
● Navigation
● Scattered information
● No ‘shortcut’ to find information (e.g. search)



Solution?
Speed and structure



The Need for Speed



Speed and Energy Usage 
● Server

○ CPU
○ Memory
○ Disk
○ Network packets
○ Easier backups

● Client
○ Network traffic
○ Battery usage
○ Performance (initial/scrolling)

https://www.websitecarbon.com/



Website Performance
● Static generator (== less energy)
● Small(er) assets
● No JavaScript*
● Don’t forget to test!

*only for internal search



Website Performance (Tools)
● DebugBear
● GTmetrix
● Lighthouse (Google)
● PageSpeed Insights (Google)
● Pingdom

https://www.debugbear.com/
https://gtmetrix.com/
https://pagespeed.web.dev/
https://tools.pingdom.com/


Website Performance (DebugBear)



Website health ⊳ Performance (GTmetrix)



Website health ⊳ Performance (PageSpeed)



Website health ⊳ Performance (Pingdom)



Images: WebP with fallback
● Created by Google
● Available since 2010
● JPEG: 39% smaller, PNG: 45% smaller

Source: Wikipedia



Migration to Hugo



Hugo
Positive

● Open source
● Healthy community
● Static output
● Easy to install
● No dependencies
● Batteries included

Negative

● Learning curve



Benefits of static websites
Pro

○ Clean templates = High performance¹
○ Cheap hosting
○ Simple software stack
○ No fiddling with caching
○ Good for Search Engine Optimization
○ Great for security

■ No outdated plugins
■ No vulnerabilities

○ No authentication/form spam
○ Git usage (structure / content)
○ Easy to migrate content between hosts

¹ Performance of a website depends a lot on structure and loading of assets

Con

○ Slightly limited functionality
■ CMS
■ Plugins
■ Personal profiles

○ Regeneration needed for content updates
○ No interactive parts by default

■ Forms
■ Comments



Hugo in a Nutshell
Website recipe:

● Templates
● Content (often Markdown)
● Some YAML here, some JSON there
● Assets
● More templates!
● Errors

Do you want to see a presentation about Hugo?



Migration ⊳ Focus areas
Website quality and health

○ Performance
○ Security
○ Mobile First Design
○ Up-to-date content
○ Detect dead links
○ Usage of webmaster tools
○ Semantics: HTML5/CSS3
○ Security

Discoverability

○ Sitemap
○ IndexNow
○ Structured data
○ Navigation
○ Internal search
○ Website “open”
○ Integration with social media



Migration ⊳ Virtual Hosts
nluug.nl

● Contains the new website
● Fallback for missing pages (→ archief-website)

archief-website.nluug.nl

● Contains the old website

leden.nluug.nl

● Contains a stripped version of the old website (members only area)
● Preparing for the future



Migration ⊳ Magic (No indexing)
archief-website.nluug.nl

Header injection:
add_header X-Robots-Tag "noindex, nofollow, nosnippet, noarchive";

Prevent website indexing by search engines

● Focus on new content instead of old
● Avoid duplicates during transition



Migration ⊳ Magic (Rewrite map)
nluug.nl

map $request_uri $new_uri { include /etc/nginx/maps/website.map; }

/etc/nginx/maps/website.map

…
/activiteiten/events/vj23/abstracts/ab07.html /evenementen/nluug/voorjaarsconferentie-2023/ 
talks/bjorn-wijers-kom-voor-de-hersenspoeling-en-help-in-de-digitale-spoelkeuken/;
…

if ($new_uri) { return 301 $new_uri; }



Migration ⊳ Magic (Proxy)
nluug.nl

location / { try_files $uri $uri/index.html $uri/ @archief; }



Migration ⊳ Magic (Proxy)
nluug.nl

location @archief {
  # Host zetten we handmatig (ipv $host), target ook op deze machine staat in een andere virtuele host
  proxy_set_header Host archief-website.nluug.nl;
  proxy_pass https://archief-website.nluug.nl;
  proxy_redirect https://archief-website.nluug.nl https://$server_name;

  # Tussen servers geen compressie, zo kunnen we sub_filter toepassen
  proxy_set_header Accept-Encoding "";
  proxy_http_version 1.1;

  sub_filter_once on;
  sub_filter "<td class=\"content\">" "<td class=\"content\"><div 
style=\"background-color:#6A2060;color:white;font-size:1.2em;font-weight:bold;margin-top:20px;padding:10px;\"><span 
class=\"blink-soft\">Let op: Deze pagina komt uit ons archief.</span><br>Ga voor actuele informatie en nieuws naar onze <a 
style=\"color:white;\" href=\"/\">vernieuwde website</a>.</div>";
}

(some lines snipped, let’s zoom in)



Migration ⊳ Magic (Proxy)
nluug.nl

…
  # Host zetten we handmatig (ipv $host), target ook op deze machine staat in een andere virtuele host
  proxy_set_header Host archief-website.nluug.nl;
  proxy_pass https://archief-website.nluug.nl;
  proxy_redirect https://archief-website.nluug.nl https://$server_name;
…



Migration ⊳ Magic (Proxy)
nluug.nl

…
  # Tussen servers geen compressie, zo kunnen we sub_filter toepassen
  proxy_set_header Accept-Encoding "";
  proxy_http_version 1.1;
…



Migration ⊳ Magic (Proxy)
nluug.nl

…
  sub_filter_once on;
  sub_filter "<td class=\"content\">" "<td class=\"content\"><div 
style=\"background-color:#6A2060;color:white;font-size:1.2em;font-weight:bold;margin-top:20px;padding:10
px;\"><span class=\"blink-soft\">Let op: Deze pagina komt uit ons archief.</span><br>Ga voor actuele 
informatie en nieuws naar onze <a style=\"color:white;\" href=\"/\">vernieuwde website</a>.</div>";
…

<blink> 😍



Website Quality



Quality: Semantics (HTML5/CSS3)
● Aim for best possible use of HTML tags
● Use CSS for styling
● <style> for performance (above-the-fold)
● Strip whitespace



Quality: Structured data
● HTML5
● Date / time values
● Schema.org

○ Article
○ BreadcrumbList
○ Event
○ Logo
○ Organization
○ Person
○ WebPage
○ WebSite



Quality: Schema.org
● Mission to create, maintain, and promote schemas for structured data

○ on the Internet
○ on web pages
○ in email messages
○ and beyond

● Founded by Google, Microsoft, Yahoo and Yandex
● Developed by an open community process

More information at schema.org

https://schema.org/


Quality: Schema.org



Quality: Schema.org (tools)
● https://validator.schema.org/
● Google Search Console (webmaster tools)

https://validator.schema.org/


Images: WebP with fallback



Quality: Security
● Security headers (HTTP)
● Avoid JavaScript
● No forms (so far)



Quality: Accessibility improvements
● Initial work done

○ Set alt attribute on images
○ Color scheme
○ ARIA: aria-label attribute

● To be done
○ Tests by engines
○ Tests by real persons



Thanks!



Questions? Feedback?
● Ask now, or later
● Contact me


